Paper / Subject Code: 88705/ Enterprise Netwbrking

(2': Hours)

N. B.: (1) All questions are compulsory.

o Ao TR

[Total Marks: 75]

(2) Make suitable assumptions wherever necessary and state the assumptions made.

(3) Answers to the same question must be written together.
(4) Numbers to the right indicate marks.

(5) Draw neat labeled diagrams wherever necessary.
(6) Use of Non-programmable calculators is allowed.

Explain E-Commerce and Internet Connectivity Module

Write short note on Data Center and Virtualization
Explain hierarchical network models and state advantages of it.

What is edge distribution? What are the security measures provi

Explain the devices used in LAN designs

Explain WLC components and types of WLC interface.

Explain different types of Queuing Methods.
Explain Full mesh topology, Partial Mesh topology and Point to point topology

Write a short note on IPV6 Neighbour Discovery Protocol
Write a short note on Route Summarization.
‘Define following BGP attributes: i)Next-Hop Attribute ii)Local Preference Attribute

iii) Origin Attribute iv)Weight v)MED Attribute

Define internet Protocol version 4(IPv4). Explain Ipv4 Header

What is DNS? Explain process of DNS name resolution.

1. Attempt any three of the following:
a.
b. Write short note on Network Checklist
¢
d.
e Explain Load Balancing. :
f. List and explain Project Deliverables.
2. Attempt any three of the following:
a.
against threats?
b.  Explain Data center cooling.
¢ Explain steps of STP switch ports
d.
e. . Write a short note on SDN.
f. Explain Gigabit ethernet types.
. Attempt any three of the following:
a.
b. - Write a short note on ISDN.
c.
d.
e. Explain DMZ Connectivity.
f.
redundancy, N+N+1-WLC redundancy.
4.  Attempt any three of thefdllowing: :
a.
b.
e
d. ;
€. Explain OSPF LSA Types.
4
Attempt any three of the following:
Write short note on SNMP protocol.
Write a short note on Risk Assessment.
Explain Encryption Keys in detail.
Explain the guidelines for firewall.
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ded by edge distribution

What do you mean by redundancy? Explain N+1 WLC redundancy, N+N WLC

What are different methods to check and authorize identity credentials?
‘Explain different types of attacks that can impact the security of IT systems?
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Paper / Subject Code: 88706 / I. T. Service Management . :

(Time: 2% houi‘s)
- Total Marks: 75

(1) All questions are compulsory. ,
(2) Make suitable assumptions wherever necessary and state the assumptlons ‘made.
(3) Answers to the same question must be wrltten together. ‘ »
(4) Numbers to the right indicate marks. -

(5) Draw neat labeled diagrams wherever necessary.

(6) Use of Non-programmable calculators is allowed.

Attempt any three of the following: : ‘ : 15
Explain in brief about Busmess processes. e :
Write a short note on processes and functions across service lifecycle of ITSM

Explain type I and type III service providers in detail.

Explain four P’s of Service Strategy with a neat labelled diagram.

How are markets defined in service strategy? Explain.

What is risk? Explain the phases and different types of risk in detail.

Attempf’anz three of the following: ‘ ¢ v 2 15;
Write a short note on balanced service des1gn ‘ " : »

What is service design model? List and explam dlfferent aspects requlred dunng its
assessments.

Explain any six components of service availability management process.

Explain service level management process in detail.

Explain in detail supplier management process of service design.

What are the challenges associated for achlevmg successful service design process‘?
Explaln in bnef \

- Attempt g ny three of the followmg 2] 15

Describe service transition. Explain its- objectlves purpose and goal.

How to align service transition plans with the business needs? Explain.

What is Change‘? What are the different types of Changes? L1st and explain Seven R
(7R’s) of ITIL Change management.

Explain in detail service validation and testlng process. ,

Explain the factors affecting the approach to service transition.

Write a detail short note on critical success factors of service transition phase

Attempt any three of the following: ' 15
Define service operation. Explain the principles of service operation stage.

State reasons why service operation staff should be involved at service design and
transition stage?"

What are different types of meetmgs conducted in organization as mode of
communication? Explain. 5

Write short note on Incident Management Llfecycle activities.

Explain in detail access management process.

List and explain the challenges and risks in service operation phase.

[Contd...
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Paper / Subject Code: 88706 / L T. Service Management

Attempt any three of the following: 3 'S 15
Explain benchmarking in CSI with respect to its procedure cost and value to the
organization.

Explain the RACI model. ;

With a neat labeled diagram explam seven steps 1mprovement process of CSI

Write short note on CSI inputs and outputs for the various stages

Explain the tools used to support CSI activities. ' % -

What are the factors to be cons1dered when preparmg a comnmmcatlon plan? Explam

® !
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Paper / Subject Code: 88704 / Principles of Geggf;lphic Informatlon ISystems;jff

@4Burs) T T Marks: 75

N.B.: (1) All questions are compulsory. & &° o
(2) Make suitable assumgtiops}@Vherevqrﬁecessarywand state the assumptions magf_;;

(3) Answers to the same question must be writtgx;;fogetherf.;:;’i: :
(4) Numbers to the right indicate marks. =

(5) Draw neat labeled diagrams wherever necé“ésagv_.

(6) Use of Non-programmable 9§i)éulatorspi§'feélloweq -

Attempt any three of the following:

e,

Write a short note on GIS

What is a Spatial Data an

I-Industrial Atea =
R- Residential Are

 Differentiate between Vectorand Rastpf\"i\l\ata représﬁéntation,;, .
What are the reasons for uging DBMS:in GIS? Explain any five

Write a short-niote on ﬂ;p;Relationalﬁibata Mod

: odel
Explain the process oflinking GIS'and DBMS.

w"‘Attem[\)‘:t’i«zfnz thr{e'e%zé‘f the fplﬁ);ﬁng: M _
Explain the reference surface for mapping the Earth’s surface,

Explain the %Q;;g’eograpl%fé"coordiqgté system. .-
How Map prajections are classified? Explain.

_Explain the working of GPS.

. Write a short note.on vectorization.

What is Interpolation? Explain interpolation of continuous Data.

[Contd...
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. How to mapztlme senes‘7 Explain using sutf%tkﬁle example

Paper / Subject Code: 88704 / Principles of Gqu?nphic dlznffﬁi'matig\n’fsfystem

Attempt any three of the following: /ii
What are Neighborhood functions in GIS? Explam any four N

L

Write a short note on vector overlay operation. £y
Explain the two main techniques of defbrmmmg Automatlggﬁsmﬁcatlb n. "
Perform the raster overlay operahon@o project Ground Water LeveLRaster in 20 5

R2=con(R1>5,R1-5 » B e e

R1 — Ground Water Level Rﬂster in 2023
718 5 [4]3]3
645 12]54[4] -
71012 [ 8]7(4]-
418 [948[7[a]

A1 [eZ]3 o]0

1[0 o [7]0f0

Write a short note'on Network Analysis. N
How Error Propa@ates in GfS'7 Explgﬁ’r using smtable dxagram

Attempt ng ‘three ofsthe followxhg

Explain usmg suitable’ dlagram»tﬁe Vlsual}zatlon strategy
Deﬁne the followmg terms:. % - k

Map’ fégend
Pixel
‘Voxel

Explam the statement “How“;do I say ) what to whom and is: 1t éffectlve’?” with reference to map
in GIS. o w

List and explam Bertin? 1S six catngbnes of stual Varlabies

\K/

>Write a short note ,dn map d1s,s‘émmat10
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Paper / Subject Code: 88701 / Quafity Assurance

(2% Hours)

N.B.: (1) All questlons are compulsog ‘

Gom,

[Total Mgrks v N

<

(2N

(4) Numbers to the right indicate marks. o
(5) Draw neat labeled diagrams wherever neces sal_'x

(6) Use of Non-progmmmabl calculators is gllow e

(3) Answers to the same guestlon must be written- togethe

Attempt any three of the followmg

Explain the pnn(:1p1es of TQM:-in detail. g

What do you mean by quahty‘? Explain customer’s view on quallty.
Write a short note on cont}nual improvement cycle.

What are the: constramtsof product ‘quality assessment? -

Explain relatlonshrp between quahty and product1v1ty

Explam quahty assurance elements in detaﬂ

Attempt any three of the followmg
What isa defect" What-are the categorles of defects‘7
~Explain the basic prmc?tples on which the testmg is based

Explain types of prototyping software: development model in detail.
What are the challenges*vfaced by tester"

j"Attempt any three of the followmg'

detail.
Explam equlvalence class testmg concept with example and its types
- What do you mean by decision table? Explain with examples.
" What is- -path test1ng‘7 What are the features of path testing?
Write a short note on slice based testing.
What do you mean by defme/use testmg? Explarn du and dc path.

_\_,Attempt anz thre of’ the followmg :

-~ What are the different entities- involved i in venﬁcatlon‘7
Explaurthe concept of valxdatlon workbench in detall
Explam testing. ‘during reqmrement stage

Explain the V. model for software. -

What are. the critical, roles and responsrblhtxes in verification and validation?

29521 Page 1 of 2
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= "Write a short note on mutatlon testmg ) P

What-do you mean by random testmg" Explain ils advantages and dlsudvantages in

""Explam types of rewews on the basis of stage/phase during development life cycle.
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Paper / Subject Code: 88701/ Q}l‘lﬁakltl‘t»y Assunsnce

5. Attempt any three of the following: :

a.  Explain the different stages in requirement based lesting,

b. Describe code review and unit testing process. :

C.  Write short notes on stress testing'and recovery testing. -

d.  Explain the concept of critical path analysis (CPA) in detail. o

€. Why do software organizations use commercially of the -shelf software (COTS)?
Explain COTS features indetail. > T o AN

f.

What is regression testing? Explain its importance in detail
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Paper / Subject Code: 88702 / Secm;lty in Co@%ﬁﬁng .'7;:

MQ}J L 0L3 (2% Hours)
O N o [Totﬁl Marks;f 75]
o :,;:: s 5
N. B.: (1) All questions are compulsogy L o
(2) Make suitable assumptions v wherever ne”éessary and state the assumptmns made
(3) Answers to the same question must b wrltten togethe ks o
(4) Numbers to the right mdicate marks” e Nl

(5) Draw neat labeled dlagzams whetever necessagy
(6) Use of Non-programmabl calculators is 'allowed 3

15

L. Attempt any three oﬁ he followmg
a.
b. ;layer attacks whlch 1nc1ude any explmt d1rected«<at the -
applications runmng on: top of the @SI protocol stack. = s
c. erte a sholt note on CIA Triad Model with reference to Secunty m Computmg
d.
& y Zone ‘of Trust?. Explam the 1mportance of Zone of Trust for
communlcatxon through W1th dlagram o ox b
What are the various countermeasures that anyone cap 1mp1eme tito mini "ze the nsk
of a successful attack? . oo
15
How Kerber;os Authentrcatlon Process takes; pIace? Explam each L sty p with dragram
Wnte a short note on( Certificate:Based Authentrcatlon =
e Explam role of PKI (Pubttc Key Inﬁastructure) in Securlty in Computmg and Structure
and Function of PKI. o L
f “Bach layer of secunty is desrgned for a spe01ﬂc purpose and can be used to provide
- authorization rules’: -Explain thrs statement with reference to Database Security Layers
and 1ts types : -
3 Attempt any thre of the followmg* b 15

©a. Explam dlfferent layers of two—trer network: fundamentals

ok thh reference to OST model m which lay er does Router operate? Explain the working
oF of Routlng Protocols. - S

, c Write a'short note on dlfferent generat;on of Flrewalls
ad. Explam role of ICMP SNMP and ECHO in network hardemng
%
f.

With the help of dlagramrxexplam working of Bluetooth Protocol Stack.
What is meant by W1re1ess Intrusmn Detactron and Prevention? Explain working of it.

=, R
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Paper / Subject Code: 88702 / Securlfy in Computmg g

Write a short note on two types

. control lists (DACLs)? Explain.{;"w i
Explain working of Biba and Clark Wilson Classic Security Models.

Attempt any three of the following:

What is Private Branch Exchange (PB}K)" Explain how it Q\iiﬁ"be secpré
How Mandatory Access Control I

of IDS, Q?éneratiogjﬁ brief. 2

ists (MACL) differ fromi Dlscretlo’flary access

ES

- What is mennt hy Security Reference Menitor? Explain Windows Securriit"};Refergggféh

Monitor in detail. :
Explain main problems of TCP/IP’

Attempt any three.
What is meant b
machine, Poss

Give a geason in brief, why itias

s,

Explaini variouséiﬁéchanisp}s for eagilyﬁpdating,?ﬁﬁplicatipnéf RS A2
Explain varigg?"concemsjifor web application security ta:be considered with reference o

to Security in??Computgl;fﬁ g

Write a shorg,_;rjféte on Sqé”iu'nty Bex‘x\eﬁts of Cloud Complgiﬁg. 3 \, ; »;gf
With the help of diagram explain the concept of Secure development lifecycle in Agile.”
Explain phishing mechanism and 7

s lackof security;

of the followmg o
ypervisor machinie? Explain Why it is necessary to protect this

3D’s aspects of security witheference to it.
mandatory to update application patches?’

o
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Paper / Subject Code: 88703 / Busi_liiess Intel!ltéence

(2%Hours) : >
,\ ‘ ‘«.t;;;rf‘ [Total Marks 75]
N. B.: (1) All questions are compulsory. :;f‘{ 2 &
(2) Make suitable assumptions wherever necessary and,, tate the assumptlon made
(3) Answers to the same guestlon ‘must be wntten togethe “
(4) Numbers to the right indicate marks. -
(5) Draw neat labeled dlagr &i‘s wherever g_egg_sg_r_'y
(6) Use of Non—programmab le calcuLators is allow

«“ . A

Attempt any three of the followmg
What is the difference bétween data, 1nformat10n and knowledge" _5-[

Draw and explain archltecture of business mtelhgence ; .
Describe different phases in the development of a decision support system (DSS)
Describe the extended archlt‘“ecture of decision support systems
Explain structured unstrucgured and seml-structured dec1s1ons

What are the »ﬁictors that»affect ratlona’l ch01ce of the dec1s1on-mak1ng'7

Mo Ao o =

F
Sl

e

Attempt dng three of the folloﬁvmg ;
What is-a model?. Descnbe the phases
decision making. Ly
Explam pred1ct1ve and optlmlzatlon models » b
Describe categorlcal and numerical attrlbutes w1th example for each one ofstliem
Descrlbe dlfferent transformatron techmques for standardlzatlon (normallzatlon)
" Write short note on pnncrpal component -analysis (PCA)

Llst and explam ‘various apphcatlons of data mining.

»

‘a development of the mathematlcal mode ;'for

S AL

Attempt any Shree of the followmg o 15
‘Write shortnote on corifusion miatrix. o ’

* ‘What i is: class1ﬁcat10n‘7 Write a short note on Bayesran Method of classrﬁcatlon

Writea- short note on logistic- regress1on used for predlctlon

Wnte k-means algonthm for clustenng

Draw and expla1n a structure of classification tree with'a su1table example

Explaln agglomeratwe hlerarchlcal clustenng method

r'= 0=m i -

15

Explaln data envelopment anaIySIS (DEK)" How efﬁcxency is measured?
Wnte short note on CCR (Charnes-Cooper-Rhodes) model.

v-n o0 oe s

T

Attempt any three of/ fhe followlpg & : 15
~What are the dlfferences between the process approach and the practice approach in a
knowledge management system (KM)? 3

How does Information Technology(IT,) contribute to the management of knowledge?
Descnbe different phases.in'the Know1edge Management Systems (KMS) cycle

Who is chief knowledge officer (QKO)? What are the responsibilities of the CKO?
leferentlate between' conventlonal system and expert systems

What is eXpert system" How 1t is different from Decision Support System (DSS)?

i

™o P-‘S?»i:p‘
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Paper / Subject Code: 88707 /'Cyber Laws

(22 Hours)

N.B.: (1) All questions are compulsory.

(2) Make suitable assumptions wherever necessary and state the assumptions made.
(3) Answers to the same guestlon must be written. together

(4) Numbers to the right indicate marks.

(5) Draw neat labeled diagrams wherever necessary.
(6) Use of Non-programmable calculators is allowed.

Attempt any thre of the followmg

Explain Non- cogmzable offense.
Explain cyber-Pornography.

The elements of E-contract.

Shrink and wrap contracts.

The exclus1on clauses in contracts

Explain meta tagging.

Explain linking.

Explain computer software p1racy
Explain Framing. :

Attempt anz three of the followmg

compromise.

Explam Taxatlon Policies in Indla
Attempt a ny thre of the followmg

Explain proving Dlgltal Signature.

Explaln the District forum.

Explain any three 'of the following:

What is hacker? What are the dlfferent types of hackers"
Write a short note on arrest but no punishment.

~The Jurisdiction and The Informatlon Technology Act, 2000.
The validity of the present law of Jurlsdlct1on

Attempt any three of the followmg ;
Explain the legislative and other 1nnovat1ve moves agamst Cyber Squatting.
Write a short note on license of copyr1ght

Write a short note on ) The Umted Nations Model Tax Treaty.
Write a short noté on the Impact of the Internet on Customer duties?

What are the different types of Evidences?

29528
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Why there is necessity of arrest without warrant from any place, pubhc or otherwise?
What is cybercnme? How the class1ﬁcat10n of cybercrime is done? o

The Jur1sd1ct10n dlsputes w.r.t the intent in the United State of America.

Explain commencement of operation by licensed certifying authorities.
Explain the recognition of foreign certifying authorities.
Explain certlfylng authontles and their liability in the event of digital signature

Explain the other amendments in the Indian Evidence Act by the IT Act.
What are the objectives of Consumer Protection Act?
What is Complaint? Who can ﬁle a Complaint?
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